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1 QIik Cloud overview

Qlik is a leader in data and analytics with a core mission to provide solutions that
ensure organizations can work smarter and use data as a competitive edge. Qlik Cloud
is a powerful end-to-end solution for data and analytics services. Our platform
empowers curiosity-driven exploration offering everyone — at any skill level — the ability
to use data to make transformative change for their organization.

Through several data-focused services, the Qlik Cloud platform supports a full range of users and
use-cases across the lifecycle from data integration to insight generation. These services include
change data capture, transformation, data cataloging, application automation, self-service
analytics and dashboards, conversational analytics, custom and embedded analytics, and alerting.

This document highlights key aspects of the Qlik Cloud platform, including architecture, security,
governance, and reliability. It is designed to complement the technical documents for the Qlik
solutions that run on the Qlik Cloud platform.

1.1 Architecture overview

All of Qlik’s SaaS offerings and services, known collectively as the Qlik Active Intelligence Platform,
run on the Qlik Cloud platform. The platform delivers the underlying compute, storage security, and
governance features to provide services to our customers. The Qlik Active Intelligence Platform
enables the creation of the analytics data pipeline. Powered by Qlik Cloud and a rich set of
foundational services, it provides all the data integration and analytics services you need to
transform raw data into informed action.
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A customer’s instance of the Qlik Cloud platform is called a tenant. It is logically separated from
other tenants by using unique encryption keys. Access to the platform is controlled by the
customer’s configured identity provider and any access to functions within the platform is based on
the entitlements the customer has assigned across roles and users. A number of services are
available on the Qlik Cloud platform:

e Analytics — provides a complete third-generation analytics solution including Qlik Sense
Enterprise SaaS

< Data Integration — provides the ability to manage your data assets and utilize change data
capture to provide real-time access to your data, as well as application automation to
automate integrations between cloud applications.

Qlik Cloud Analytics

Incorporating our premier offering Qlik Sense, Qlik Cloud Analytics sets the benchmark for third-
generation analytics platforms, empowering everyone in your organization to make data-driven
decisions. Built on our unique Associative Engine, it supports a full range of users and use-cases
across the lifecycle from data to insight: self-service analytics, interactive dashboards,
conversational analytics, custom and embedded analytics, mobile analytics, reporting, and alerting.
It augments and enhances human intuition with Al-powered insight suggestions, automation, and
natural language interaction.

Qlik Talend Data Integration

Qlik Talend Data Integration is Qlik's hosted and managed data integration platform as a service
(iPaaS). Our vision is to provide a broad variety of data integration services aimed at helping you
move from passive to active Bl. Qlik Talend Data Integration is architected for real-time data
capture, transformation, and analytics-ready data delivery leveraging a variety of methods in our
unique change data capture approach.

Qlik Talend Data Integration
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Real-time data movement

Replicate data from on-premises or cloud sources into Qlik Cloud and other leading cloud data
platforms. Automatically and continuously ingest data without the need for job scheduling or
scripting. Your data is updated without manual intervention to drive insights and actions of
important business moments.

Data transformation

Quickly turn raw transaction records into consumption-ready data via auto-generated, push-down
SQL. Our no-code interface helps you create reusable transformation pipelines that intelligently
conform data to dimensional models or custom formats.

Qlik Application Automation

Qlik Application Automation is an integration platform to build integrations and automation flows
between cloud applications. Closely integrated with the other Qlik Cloud services, Qlik Application
Automation is able to build workflows between your cloud applications using a no-code approach
by connecting data sources, applying conditions, calling webhooks, adding loops, scheduling runs,
and setting up triggers. For example, a webhook in your CRM system could initialize a reload of your
sales performance Qlik Sense application.

1.2 Qlik Cloud Editions

There are several Editions of Qlik Cloud to meet the varied needs of our customers. The Evaluation
Guides are designed to cover all the functionality of Qlik Cloud Analytics, Qlik Talend Data
Integration and the Qlik Cloud Platform. There is also a special version of Qlik Cloud for Government
organizations in the US, known as Qlik Cloud Government. Information provided in the Evaluation
Guides does not imply that those features are available in all Editions.

For information on your edition, see the relevant link below:

Qlik Cloud Analytics user-based subscriptions

Qlik Cloud Analytics capacity-based subscriptions

Qlik Talend Data Integration capacity-based subscriptions

Qlik Cloud Government
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https://help.qlik.com/en-US/cloud-services/Subsystems/Hub/Content/Sense_Hub/Admin/subscription-options-analytics-user-based.htm
https://help.qlik.com/en-US/cloud-services/Subsystems/Hub/Content/Sense_Hub/Admin/subscription-options-analytics.htm
https://help.qlik.com/en-US/cloud-services/Subsystems/Hub/Content/Sense_Hub/Admin/subscription-options-QTC.htm
https://help.qlik.com/en-US/cloud-services/Subsystems/Hub/Content/Global_Common/HelpSites/about-qs-government.htm

2 Qlik Cloud Analytics

Qlik Cloud Analytics, featuring Qlik Sense Enterprise SaasS, is designed to provide our
customers with a service to securely move their analytic workloads to the cloud. Built
on the Qlik Cloud platform, Qlik Cloud Analytics has been designed to automatically
scale to meet the workloads of the modern enterprise, and provides Qlik customers a
platform that can consolidate Qlik Sense, QlikView and other Bl apps in a single hub.

With a global presence and a strong focus on security and availability, Qlik Sense Enterprise SaaS
provides a safe and secure platform for our global customers. With the ability to choose where the
tenant is hosted, customers can ensure their data is close to their location and in a geography that
meets their business requirements.

For existing Qlik Sense Enterprise Client-Managed customers, Qlik Sense Enterprise SaaS has the
capability to facilitate the transition to SaaS. Customers can choose to continue reloading apps on-
premise, move some apps to Qlik Sense Enterprise SaaS, or use Qlik Data Integration tools to
access their data sources on-premises while moving consumption to the cloud. Integrated identity
providers and flexible deployment and subscription options make this easy to manage and minimize
costs during the transition.

Qlik understands that our customers often want to integrate and embed their analytics and
visualizations into their own portals and systems. Therefore, Qlik continues to invest in providing
integration approaches and supported open-source libraries and tools to make this easier for our
customers. With comprehensive APIs and Qlik’'s developer portal providing resources and
examples, Qlik is committed to helping our customers make Qlik Sense Enterprise SaaS a part of
their own solutions.

2.1 Qlik Sense overview

Qlik Sense sets the benchmark for third-generation analytics platforms, empowering everyone in
your organization to make data-driven decisions. Built on our unique Associative Engine, it supports
a full range of users and use-cases across the lifecycle from data to insight: self-service analytics,
interactive dashboards, conversational analytics, custom and embedded analytics, mobile
analytics, reporting and alerting. It augments and enhances human intuition with Al-powered insight
suggestions, automation, and natural language interaction. And Qlik Sense offers unmatched
performance and governance, with the convenience of SaaS or on-premises deployment.

Qlik Sense consists of Qlik-managed cloud-based solutions: Qlik Sense Enterprise SaaS & Qlik
Sense Business, and a customer-managed solution: Qlik Sense Enterprise Client-Managed. The
focus of this document is Qlik Sense Enterprise SaaS.

2.2 Qlik Sense Enterprise SaaS overview

As part of Qlik’s cloud-first strategy, we have developed our own cloud platform, Qlik Cloud, on
which we manage cloud editions of our product portfolio to deliver them to customers and partners
as software-as-a-service (SaaS) offerings. Qlik Cloud Analytics features Qlik Sense Enterprise SaaS
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and is our premium cloud solution. It provides businesses with world-class analytics without the
complexities of installing and managing their own deployment.

2.3A single platform for analytics

The micro-service based architecture behind Qlik Cloud Analytics allows us to host
both Qlik Sense and QlikView applications (apps) in a customer’s Qlik Cloud tenant.
This means that users have a single location to open and consume their Qlik apps.

In addition to hosting Qlik apps, Qlik Sense Enterprise SaaS provides the ability to add links to other
types of reports and assets such as documentation, providing a single portal for your users to
consume all your analytics and reporting assets.

The Qlik Cloud Analytics hub
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Associative, in-memory apps

Qlik couples in-memory data storage technology with an associative engine that lets you analyze
and freely navigate data intuitively. In its second generation, the proven Qlik Associative Engine
allows you to easily explore data and create visualizations based on data from multiple data
sources simultaneously. These sources range from Excel® and Access® to databases such as
Oracle® and SQL Server to big data sources such as Cloudera® and Redshift®.

Qlik Sense uses columnar, in-memory storage. Unique entries are only stored once in memory, and
relationships among data elements are represented as pointers. This allows for significant data
compression, more data in RAM, and faster response times for your users.

What is an App?

When Qlik talks about apps, we are not meaning executable programs like an app on your phone or
PC; we are referring to a grouping of the components that make up your analytics solution. Your
associative model, data load scripts, data, dashboards, and other visualizations are all packaged
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together as a Qlik Sense application, or App. QlikView, while also based on our associative engine,
sometimes refers to apps as Documents for historical reasons, however in the Qlik Cloud Analytics
Platform we generally use the term App to refer to both.

0 The Associative Difference

Relational databases and queries were designed in the 1980s for transactional systems,
not modern analytics. Query-based tools leave data behind and limit your users to
restricted linear exploration, resulting in blind spots and lost opportunities. Qlik Sense
runs on the unique Qlik Associative Engine, enabling users of all skill levels to explore
their data freely without limitations.

The Qlik Associative Engine brings together unlimited combinations of data — both big
and small — without leaving any data behind. It offers unprecedented freedom of
exploration through interactive selection and search, instantly recalculating all analytics
and revealing associations to your user in green (selected), white (associated), and gray
(unrelated).

By keeping all visualizations in context together and retaining both associated and
unrelated values in the analysis, the Qlik Associative Engine helps your users discover
hidden insights that query-based tools would miss.

Associative vs Legacy BI
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The Qlik Associative Engine is purpose-built for highly scalable, dynamic
calculation and association on massive data volumes for large numbers of users.
This unique technology is our primary advantage, with more than 30 years of
innovation and investment.

In some big data scenarios, data should remain at the source, which is why Qlik uses a built-in
technique called On-demand Application Generation. Data sources can be queried based on your
users’ selections, yet still provide an associative experience to your user. Qlik's Dynamic Views
feature expands this capability further for the biggest data sources available.
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User interfaces

Access to the Qlik Sense Enterprise SaaS environment is through a zero-footprint web browser
interface, known as the Qlik Sense Analytics Hub. The Qlik Sense web browser interface makes all
aspects of development, drag-and-drop content creation, and consumption possible. Qlik Sense
features a responsive design methodology to automatically display and resize visualizations with
the appropriate layout and information to fit the device — whether it is a browser on a laptop or
desktop, tablet, or smartphone. Built with current standards of HTML5, CSS3, JavaScript, and web
sockets, Qlik Sense enables you to build and consume apps on any device.

Qlik Cloud Analytics uses responsive design to provide the best experience for each type of
device

B 2 [ £ e b

In addition to the web-based interface, Qlik Sense supports conversational analytics which
integrates with major chat platforms such as Slack ® and Microsoft Teams ©, and data alerting
capabilities to allow users to subscribe to and be notified of key changes to their data.

Focus on visualizations

Qlik continues to invest heavily in the visualizations available for Qlik Sense apps. Qlik delivers on
average 18 new visualization features per release. This includes new chart types and advance
formatting options for existing charts. Qlik supports our customers further though our Qlik design
blog, where we provide expert advice and best practice recommendations to build powerful and
effective visualizations.
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https://community.qlik.com/t5/Design/bg-p/qlik-design-blog
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Direct Query apps

A data model for a Direct Query app
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While most use-cases benefit from the power of Qlik's Associative and Cognitive engines, there are
times when accessing the data in real time is worth forgoing these benefits. There are also cases
where big data scenarios necessitate push-down aggregation against massive data sets. For these
use-cases Qlik has developed Direct Query.

Direct Query complements Qlik’s already best-in-class analytics engine and strengthens the overall
range of consumption techniques customers can leverage when analyzing data.

Direct Query provides the ability for a Qlik Sense application to directly connect to a cloud database
and autogenerate SQL queries as the user interacts with visualizations and easy user filtering. This
is commonly called "SQL Pushdown", where users "push down" queries onto the database, which is
different from what our analytics engine does in-memory. Direct Query uses a logical data model to
understand the source data and generate SQL.

Direct Query allows real-time access to your data and offers a subset of functions available in a
traditional in-memory app. Direct Query is not designed to be a solution for all data access
requirements. It is best suited to the following use-cases:

« Data Analyst exploring new database and tables
¢ Simple dashboard for live KPIs, small number of users
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¢ Prototyping dashboard in initial phases before production

» Direct Query as springboard for extracting slices of data into Qlik Analytic Engine using on-
demand apps.

Direct Query supports major cloud databases (Snowflake, DataBricks, Google BigQuery and
Redshift) and will be expanded to other cloud data sources in the future.

Focused apps for your organization

There are often occasions where you need to provide a focused app for a subsection of your
organization. For example, a bank may wish to provide each branch with an app containing only
data relating to that branch.

In QlikView, a solution for this problem is called loop and reduce, where a huge application is
created containing data for every segment required, which is then broken up into the required
segment apps. The challenge with this approach is loading the single huge app requires massive
resources, is a very slow process as it runs sequentially and places all resulting apps in the same
space. A way to do this using Qlik Application Automation was introduced in 2022, however the
same challenges present in QlikView are also present here.

An alternative approach to this is to create focused apps based on segmented QVDs that are
published to dedicated spaces for each segment. A central QVD generator (or a set if preferred)
loads the data and creates QVDs in the relevant spaces. An identical copy of the focused app is
placed in each space and uses relative paths to load the QVDs present in the space. These can load
in parallel if required.

Focused Apps
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An alternative way of doing this forgoes the QVD generator app and instead uses relative
connections to the data source to achieve the same objective; this requires a way to generate the
appropriate where clause, either from the space name, a mapping table or equivalent method.

Any user can develop apps

When building a new app, Qlik Sense Enterprise SaaS supports two authoring experiences
depending on the user type, a simplified interface for new users and an advanced interface for
experienced users.

Simplified authoring experience

With simplified authoring, we set out to improve the first-time user experience, however it also
offers tremendous value for more experienced users. Enhancements are specifically targeted
around creation of charts, exploring data, defining properties, and filtering.

The simplified authoring experience provides fast access of the most common creation elements,
including properties, so all components will not be visible by default. However, the advanced
authoring experience is just a click away for those who prefer the classic look and feel or need the
full set of properties.

The simplified authoring experience
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Key features of simplified authoring include:

e Select and interact during edit

« Field list with values and histogram
« Data table front and center

e Faster with smart grid

e Auto chart and quick change

» Effortless filtering
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Advanced authoring experience

The advanced authoring capabilities of Qlik Sense give you greater control over your visualizations
and make it easier to build guided analytics applications for faster data-driven insights. Recent
authoring innovations enable you to deliver a richer analytics experience, clarify insights, and give
users a deeper understanding of their data to expedite data-driven decision-making. Over the past
few years, Qlik has added more than 100 advanced authoring capabilities for Qlik Sense that make
it easy to create and consume guided applications. These Advanced Authoring capabilities are
designed to balance:

e The ease of use of self-service analytics with Qlik Sense
 The flexibility to address all the complex use cases your business requires

o The advanced functionality, settings, and options within charts and visualizations that power
users require

Our goal has been to give self-service users the ability to do more, ensuring you have both the
capability and scalability to author the apps you need.

Co-development of analytics models

In the Qlik Cloud Analytics platform, it is possible for a team of developers to work on an
application's data model. By default only the app's owner can access the data load editor. If we
want other developers to be able to edit the data model, we provide them with the Can edit data in
apps role. When one user is editing the load script in Data load editor, the script is locked for other
users.

An application being accessed where another user is making changes
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Access SaaS applications where you want, how you want

Qlik Sense SaaS Mobile delivers all the power of the Qlik Sense Saa$S analytics platform on your
device, whether phone or tablet. Users get an enhanced mobile user experience, offline analysis,
and integrated alerting for real-time action at the point of decision.

With a key technology breakthrough - our associative engine running locally on-device - Qlik Sense
Mobile provides fully interactive exploration and analysis even when reliable connectivity is not

guaranteed.

Offline Qlik Applications
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Collaborative notes

Notes are a feature of Qlik Cloud Analytics that allow you to add commentary on an application and
share with colleagues. Notes can be either personal or shared as desired. Notes can be textual, or
can include a snapshot from a chart that you want to discuss. Notes can tag other users, so they
will know that you want to make them aware of your note. You can also search for notes that relate
to a certain chart to see what notes others have made about it. Notes can have a restricted
audience, can be made read-only for certain users, or can be made public so that all users can

contribute.
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Advanced analytics and machine learning

Most organizations today have either implemented or are planning to implement some form of
advanced analytics functionality as part of their analytics lifecycle. The challenge for many is that
they lack sufficient (or any) data scientists; a highly specialized and in-demand skillset.

Qlik’'s approach to advanced analytics therefore provides several solutions for different skill levels
and needs:

 Insight Advisor to auto-generate advanced analyses and insights and support natural
language interaction including search and conversational analytics.

» Qlik AutoML to provide an automated solution that makes machine learning available to
regular developers.

» Analytics Connectors to support integration with more advanced and specialized solutions
for Data Scientists.

» Qlik OpenAl Connector to request and embed generative Al content, such as those that
power ChatGPT, directly in their analytics experience.
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o Al takes the Staige at Qlik

For over 5 years Qlik has been integrating Artificial intelligence and machine learning into
our Analytics platform. Qlik Staige expands on these initiatives to allow our customers
confidently and securely deliver Al solutions on their own data. Qlik wants to provide a
solution to our customers which provides:

¢ atrusted data foundation for Al
¢ Al-enhanced analytics

* Self-service Al Solutions

While many Al initiatives require the use of experimental technologies that lack the
security or audibility needed for Enterprise solutions, Qlik is focused on delivering
governed Al. This spans experimenting with and implementing generative Al models,
running robust data analysis, efficient problem-solving and developing Al-powered
predictions —all within a trusted and controlled environment. The effectiveness of any Al
initiative is going to be limited by the availability of reliable data to train the Al models
with. This is why Qlik Staige is not limited to data analytics, Qlik is integrating Al into the
end-to-end data lifecycle for our customers. We believe there are four fundamental
areas needed for your data, to ensure a successful approach with generative Al:

» Data Variety: The many sources of structured, semi-structured and unstructured
data used by your organization, whether sourced from your own systems or third
parties. The ability to bring together data from multiple sources fuels the
effectiveness and efficiency of Al applications.

« Data Governance: The set of roles, processes, policies and tools which ensure
proper data quality, compliance, privacy and security throughout the data
lifecycle across an organization.

« Consumable Insights: Presenting your data in an easily consumable, annotated
and often visual format.

e Connected Systems - It is not enough to gain insights from your data, these
insights need to in turn feed action in your organization. Al-powered analytics
should be able to proactively notify and/or recommend actions to be taken. These
actions should in turn be able to drive change in your business though automation
and reverse-etl solutions.

At Qlik we believe that just as other forms of Al have augmented rather than replaced
traditional analytics, generative Al will positively impact the analytics experience, but not
replace it. Qlik first introduced Al into its analytics platform five years ago, and will
continue to adapt our offerings to enable users to take full advantage of the power of Al.

We believe that, with generative Al technology being very new, it presents many
challenges in its current form. Thus human knowledge on how to best use these new
capabilities and their limitations will remain critical to the process for the near future.
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Conversational analytics

Insight Advisor Chat is a chat-based interface for conversational analytics that lets users search for
insights across any apps assigned within their hub. Insight Advisor Chat can recognize and be
programmed to return insights from the most appropriate apps that contain relevant results based
on the queries or metrics identified.

When users select a specific app, Insight Advisor Chat provides a text response or visualization.
Insight Advisor Chat may suggest further analyses for a query that creates different visualizations.
Users can also ask follow-up queries, such as in a ‘sales for a particular country’ or for a particular
year, and Insight Advisor Chat will provide new results.

Users can phrase search queries for facts, comparisons, and rankings. Facts are statements such
as “What are my sales?” or “Show expenses over time for 2019”. Users can ask for a comparison by
adding “vs” or compare to a query. For example, “Compare sales to expenses over time". Users can
ask for rankings by adding ‘top’ to a query.

For example, “Show me top 10 product by sales for 2020".

Insight Advisor Chat can analyze an app to see how fields are used to create charts. The Qlik
Precedents Service examines the use of data fields and master items in charts. This teaches
precedents for making aggregations, dimensions, and measures for the data model of the app. In
unpublished apps, Insights can use precedents learned from published apps and from user
feedback in the app.

conversational analytics in Microsoft Teams & other solutions

The Qlik Sense Natural Language (NL) Query APl lets users embed Augmented Analytics
capabilities into their products such as integration into an existing chatbot platform. Users can use
the NL Query API to query a selected app or multiple apps. The APl responds with text or a
visualization.

With MS Teams, Qlik has built this capability as the Qlik chatbot app. The app allows users to
interact with your analytics directly in an MS Teams channel, collaborating with your collegues
around your data. Qlik supports the chatbot in the following conversation settings:

e Personal chat between you and the Qlik app
e Group chats between you and one or more other users

¢ |n ateam channel

For more information about Insight Advisor, see: Al & Machine Learning

Qlik AutoML

Qlik AutoML is an advanced analytics service in Qlik Cloud Data Services. Previously available as a
separate cloud platform, Qlik AutoML has now been fully integrated into Qlik Cloud and is available
to all enterprise customers.
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Qlik AutoML can build and deploy machine learning (ML) models without writing code. It automates
the process of applying machine learning to real world problems, including data preparation,
feature extraction, and algorithm selection and optimization; tasks that traditionally require a data
scientist. Enabling analytics teams to embrace machine learning without specialized skills will
enable them to close the key gaps between data and insight, and between insight and action.

Qlik AutoML provides the ability to train models to a particular dataset across a range of structured
supervised machine learning problems. Predictions are generated and include prediction
explanation scores to help understand the outcome. Qlik AutoML seamlessly connects to data in
the Qlik Cloud Catalog, which provides connectivity to a wide range of data sources. What if
scenario modeling through Qlik Sense enables customers to understand how changes in input data
are impacted by the model. Qlik AutoML exposes APl endpoints that can be called to make
predictions for real-time use cases.

o What algorithms does Qlik AutoML use to train models?

By default, Qlik AutoML runs several different algorithms based on the metric selected
for predictions. We use algorithms contained in open source libraries such as scikit-
learn.

The algorithm types we support include:

» Binary Classification Models
» Multi-Class Classification Models
* Regression Models

Working with AutoML is a two-phase process:

e ML Experiment: This is where we train the model against a set of historical data (for example
closed sales opportunities) and evaluate the best algorithms for predicting future state. We
can see which factors most heavily influence historical results and exclude attributes we feel
should be excluded.
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An ML experiment in AutoML
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When we are confident in our experiment we deploy this model.

¢ ML Deployment: Here we take the model we created in the experiment and use this to
process the dataset we wish to make predictions on. Predictions can be made against
datasets in the form of files, or in real-time by providing the data through our REST APIs. This
data canin turn be used in your analytics applications.

Analytics connectors

Customers have been able to create innovative integrations with Qlik Sense using our Advanced
Analytics Integration technology for several years. Additionally, to meet customers’ needs aligning
with strategic platforms, Qlik offers integration to native tools kits and open-source technology
such as R and Python. Most customers are aligning with a strategic platform of choice and any
integration needs to be simple and supported rather than an API that allows for them to build their
own.
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Analytics sources
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With Advanced Analytics Integration on Qlik Cloud, Qlik has taken the best of AAl technology and
made it available on Qlik Cloud with direct connectivity to a range of third-party Machine Learning
platforms such as Amazon Comprehend and SageMaker®, Azure ML®, and DataRobot®. These
capabilities are paired with a new generic interface that will allow customers to connect to a wide
range of third party or custom-built REST interfaces, allowing for a more flexible integration without
the need to build a complete connector for other services.
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Analytic Connectors are as simple to setup as any current database connector and allow for Qlik to
be paired with a customer’s Machine learning platforms of choice for a wide range of innovative use
cases which allow the transformational value of the data science to extend into the analytics and
enable decision makers across the organization.

2.4Working with Qlik Cloud Analytics

Qlik Cloud Analytics is far more than just an analytics tool, it's an end-to-end
environment for your analytics. By familiarizing yourself with the Qlik Cloud Analytics
environment, you will be able to structure your analytics workflow to meet your data,
governance and manageability needs.

Tenants, user roles and entitlements

Tenants

Each customer creates an instance of the Qlik Cloud environment, which is called a tenant. Qlik
Cloud Analytics is a service of Qlik Cloud and therefore each Qlik Cloud Analytics customer has
their own tenant. Tenant names are automatically generated for the region that you choose on
creation, for example abcdefgh.eu.qlikcloud.com. Customers can optionally set their own alias,
such as mycompany.eu.qglikcloud.com.
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Roles

There are several roles available in Qlik Cloud Analytics, which determine the functions that a user
can perform. These compliment the platform roles such as Tenant Admin. The roles available in Qlik
Cloud Analytics are:

* Analytics Admin — A user with this role is a partial administrator. They have access to the the
Management Console, but only to the areas of governance and content.

e Shared Space Creator — A user with this role can create shared spaces.
« Managed Space Creator — A user with this role can create managed spaces.

» Private Analytics Content Creator — A user with this role can create analytics content in
their personal space, and create alerts and subscription reports.

« Steward — A user with this role can create and maintain business glossaries.

These Qlik Cloud Analytics roles work with the platform roles such as Tenant Admin and the users’
entitlements, such as professional and analyzer access. Roles can be assigned to groups or to
individual users.

Spaces

Spaces are areas of the Qlik Cloud Analytics hub used to develop and control access to apps, data
files and data connections. The types of spaces in Qlik Cloud Analytics are:

» Personal spaces - Private work areas for each user in the Qlik Cloud Analytics hub.

» Shared spaces — Areas used to develop apps collaboratively and share them with other
users in the space. A group of users may use a shared space for the private development and
consumption of their own apps.

» Managed spaces — Governed sections of the Qlik Cloud Analytics Hub that are used for
providing access to apps with strict access control both for the app and the app data.

In addition to the analytics spaces, Qlik Talend Data Integration provides:

« Data spaces - Used to manage access in Qlik Talend Data Integration. Files loaded into a
data space by Qlik Talend Data Integration can be consumed by Analytics apps.

Data files and data connections, just like apps, can also be stored and reused across the different
space types. These assets can be accessed from other spaces if the appropriate permissions have
been granted. For example, an application in the Sales managed space may use a data connection
defined in the Sales shared space if desired.
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Managing access to a space
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Access to shared and managed spaces can be assigned directly to either users or to groups. It is
considered best practice to use groups and manage group membership in the identity provider
rather than directly assign access to individual users. Various levels of access can be assigned, so it
is possible that a user can have different access permissions to different spaces.

Enterprise data at scale

Tenant resources

Each Qlik Cloud Analytics tenant provides a base capacity for analytics apps with the ability to
increase this if required. The subscription type determines the base capacity available. With a user-
based subscription, each Qlik Sense app can consume up to 5 gigabytes of memory, while a
capacity-based subscription provides up to 10GB. Qlik Cloud Analytics scales to meet the demand
thatis required by user demand with no configuration needed.
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o Case study — Performance impact as data volumes and users increase

At Qlik, we have a dedicated team focused on the performance and scalability of our
platform. As part of that process the team benchmarks typical scenarios that our
customers face to ensure Qlik Cloud Analytics performs at scale.

Recently, we benchmarked a typical sales app, looking at the performance with
transaction volumes of 10, 50 and 100 million records. We evaluated how the application
performed as the number of users increased over time and as we can see, performance
actually improves with more users due to intelligent caching by the engines.

Response times as volumes increase

Users 10 50 100 200 300 400 500 750
PT10 364 102 103 92 95 97 94 97
PT50 388 149 122 213 195 205 203 219

PT100 403 321 330 367 378 387 400 467

To achieve these results, Qlik Cloud automatically monitors the resource usage in the
engines and allocates more engines as needed, ensuring adequate resources are always
present to provide for user demand. When this occurs there may be a temporary
increase in response times as the cache in the new engine needs to populate, however
the impact of this is relatively short and the performance soon stabilizes.

Behind the scenes, we can see Qlik Cloud allocating those engines as needed. There are
no limits on the number of engines that can be allocated at the app or customer level and
no manual intervention from either the customer or Qlik is required to achieve this. These
tests were run in a standard production Qlik Cloud tenant in the US. While these tests are
reflective of how Qlik Cloud operates for all users and applications, actual results will
vary based on the individual application and usage patterns.
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o Engines allocated in response to load increasing

Users 10 50 100 200 300 400 500 750

PT1I0 2 3 4 4 4 4 5 6

PT50 2 - - 3 4 5 5 6

PT100 3 4 4 5 5 5 5 9
Large app support

Certain use cases may require apps that use more memory than is provided as standard. This is
referred to as large app support. This capability is sold in packs of 20GB and 100GB. The capacity
allocated to your tenant determines the maximum app size you are able to utilize in a single app up
to a maximum size of 50GB. Reloads sometimes use more memory temporarily, and this is taken
into account as part of large app support. Should high user volume require more resources,
additional engines will be allocated to handle this load.

If a customer is allocated a single 20GB pack, they can open an app up to 20GB, and with 2 packs
either an app of 40GB, or two apps of 20GB. Purchasing over 50GB, either in 20GB or T00GB packs,
does not increase the maximum size of a single app beyond S0GB, but does allow multiple large
apps to be opened simultaneously. If an app is not opened and is not being reloaded it will not
consume this, so customers only need sufficient resources for their concurrent usage.

Expanded storage options

Qlik Cloud Analytics supports integration with enterprise storage solutions such as SFTP, AWS $3°,
Google Cloud Storage® and Azure Storage® to enable access to a customer's own storage assets.
We also support a number of consumer file storage solutions such as DropBox® and Google Drive®.

A common scenario for external storage is sharing content between multiple Qlik Cloud tenants, or
between a client managed environment and your Qlik Cloud tenant. For example a customer who is
using Qlik Sense Client managed to generate QVDs, could write those to external storage which is
then consumed by you Qlik Cloud tenant. Over time the client managed applications generating
QVDs could be moved to SaaS without having to change the downstream applications reading the
QVDs.

Automatic scaling to meet user load

When using client-managed deployments on-premises or in a public cloud , customers are required
to estimate and size infrastructure for their peak usage. This is a complex process and often
customers either under or over resource for peak usage times, leading to poor performance or
unnecessary cost. Often these resources are only needed for very short periods to deal with daily
or weekly peaks.
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How Qlik Cloud Analytics scales as user load increases
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Qlik Sense Enterprise SaaS removes the complexity and costs of estimating, procuring, running and
managing infrastructure because it is included in the subscription. More importantly, user
satisfaction is higher as dealing with increased load is instantaneous, not subject to delays of
procurement, installation, and configuration of infrastructure.

When a user accesses an application in Qlik Sense Enterprise SaaS, we initially check if the
application is already open on one or more engines. If it is not, or these engines are already under
heavy load, Qlik responds in turn by providing additional compute engines dynamically and opening
another copy of the application. This autoscaling requires no configuration, management or extra
expense from the customer and is transparent to the user. When the resources are not needed, Qlik
with reduce the number of copies of the application open. This is true for both standard and large
apps.

Managing data assets

Qlik has introduced cataloging capabilities through the catalog tab in the top menu of the Qlik Sense
Hub. Switching to the catalog browser view allows users to create and easily navigate spaces,
manage space permissions, and view and find content from one place. Enter keywords and/or
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select filters to locate charts, apps, data, notes, and links. Users can also view the content by owner
creator and tag making it easier and faster to manage content and find what is needed, when it's
needed.

Catalog view in Qlik Cloud Analytics
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Searching and filtering can be done from the top menu or for additional detail, a vertical pop-out
panel is available. A primary benefit of the design is the ability to multi-select the type of objects
that users want to filter. Look soon for catalogued master items, business models, and more. Lastly,
the Catalog content browser has been developed as a micro-component. Look for this rich search
and browsing experience within Data manager of a Qlik Sense application.

Data lineage and impact analysis

The data lineage process identifies and documents data from its source to target, noting any
changes as it moves through your data lifecycle. Using Qlik’s lineage connectors, Qlik automatically
finds and documents any relationships between datasets and across multiple Bl tools. This lineage
provides visibility on the source and journey of each dataset.

Qlik lineage connectors expand Qlik impact analysis capabilities to include traceability information
from multiple Bl tools and data sources.
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Examining the lineage of a table in Qlik Cloud Analytics
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Qlik supports lineage information from Qlik’s client managed products, some third party Bl tools,
data files, and databases.

Field-level lineage allows for detailed investigation into how fields have been calculated and their
specific origin across transforms and applications. While you explore the lineage, you can
interactively change the base node to another table, application, or field on the screen to focus your
investigation.

Downstream lineage is called impact analysis because it analyzes which objects will be impacted by
changes to your data; these objects are the dependents of the base node. Qlik Cloud provides
information and counts by type of dependent objects in a summary view.

Business users examining a given field will have an aggregated summary of downstream impact
that delivers insight into:

* Which object types would be impacted by a change to this field including databases, file
storage, apps, and links

* Whatis the number of direct dependencies and indirect dependencies by type
¢ Who are the owners of the items that are impacted if you make a change

Move apps through a development lifecycle, not development
servers

In a traditional Bl environment apps would be developed on a development server. Once
development was complete, they would be moved to a test server. Issues found in testing would
mean several iterations of this process until the application could be deployed to production,
requiring a lot of resources and infrastructure to manage.
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With Qlik Sense Enterprise SaaS, apps are stored in discrete spaces. Each space has its own
security settings, data connections and file storage. Customers can create as many development,
test, and production spaces as needed to suit their software development lifecycle. This approach
allows much greater flexibility, agility and reduced infrastructure expense than with a traditional on-
premises setup.

Example SDLC for Qlik Analytics apps
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In the above example, users consume the app in the production space. When a change to the app
is requested, a copy is made in the development space and is published to the test space when
ready for app testers to review it. Several cycles may occur until the app is ready to be released to
production. To facilitate these flows, each space has its own data connections and file storage, so
that an app will load the appropriate data for the applicable life-cycle phase.

Integrating data with Qlik Sense Enterprise SaaS

Qlik understands that while many organizations are moving their systems to the cloud, there will
always be some systems such as mainframes, that remain on-premises. Additionally, some
customers choose to migrate some systems to private clouds that are not directly accessible from
public SaaS environments. Consequently, Qlik Sense Enterprise SaaS provides several solutions to
integrate with a customer's data, whether that is on-premise, or in the private or public cloud.

Qlik's Connector Factory

Straightforward access to a customer's data is a key requirement for analytics. In a quickly
changing market with many new players, especially in the cloud space, adding support for these
sources in a timely manner is a key requirement. To address this Qlik has introduced Connector
Factory. This initiative within Qlik leverages our own expertise as well of that of our technology
partners to close these gaps as soon as possible for our customers. Through this initiative, Qlik
plans to deliver over 100 new connectors in 2023.

Working with files

While we will often load data directly from a database or cloud system directly, there are times
when we need to work with files. Qlik supports many common file formats such as Excel (XLSX),
CSV, XML and Parquet. Files can be read directly from Qlik Cloud's own data file storage, or from
our file connectors such as SFTP, S3, Azure Storage, and Google Cloud Storage, to name a few. Qlik
also supports its own format, QVD, which is highly optimized for fast loading.
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Qlik apps also allow files to be written to Qlik Storage and to file connectors. This can be useful
where data is to be used for multiple applications, and where we wish to create curated data sets
for use by others. Files can be stored in text, QVD, or Parquet formats.

Qlik Data Gateway - Direct Access

Businesses commonly enforce strict firewall policies that block external access to their data
sources, whether on-premise or in a private cloud deployment. This presents a challenge when
such businesses need to access their data from the cloud for analytics.

In the past customers had to choose between pushing this data to Qlik Cloud using tools such as
Qlik Data transfer or Qlik Talend Data Integration (see below) or opening up connectivity to these
systems to Qlik cloud through their firewalls. For many use-cases none of these options are
desirable.

Qlik has introduced the Qlik Data Gateway for direct access to overcomes this challenge by
eliminating the need to open inbound firewall ports.

Data Gateway Direct Access provides secure access to your private data
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Qlik Data Gateway for direct access allows Qlik Sense SaaS applications to securely access on-
premises data via a data gateway. The gateway is installed in a customers data center or private
cloud and initiates an Outgoing secure reverse tunnel from the gateway to Qlik Cloud via an HTTPS
(SSL 1.3) connection. Qlik cloud is then able to directly connect to the customers data sources in
real time without any requirement to expose these data sources externally. Authentication for the
gateway is managed though a JSON Web token (JWT) generated by the client which must then be
stored in Qlik Cloud. Authorization for the gateway is managed by assigning a gateway to a space,
then controlling access though authorization on that space.

Gateways should be deployed physically close to the data sources being consumed. Customers
can set up as many gateways as they require. This allows customers to support different parts of
their organization, whether separated by geography or security policy. Gateways do not need to be
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able to contact each other (and are not aware of each other); they only need to be able to connect
to the data sources and to make an outbound connection (though a web proxy if required) to Qlik
Cloud.

As well as most of our standard SaaS Data connectors, Qlik Data Gateway - Direct Access supports
ODBC connections on the host where the gateway is installed. This allows access to any data
source a customer has an ODBC driver for, even sources Qlik does not provide explicit support for
that data source.

Qlik DataTransfer

Qlik DataTransfer is a lightweight utility that is included in Qlik Sense Enterprise SaaS and securely
pushes on-premises data and local files to the cloud. It is designed for customers who do not
require either a full data integration solution such as Qlik Catalog, or a full Qlik Sense Enterprise
Client-Managed deployment, and do not wish to open firewalls to connect to on premise data. Qlik
DataTransfer provides:

» Connection creation and selection dialog to pick source data from standard connectors such
as ODBC and REST

 Ability to create datasets which can run manually or on a schedule to connect to the source
data and land this in Qlik Sense Enterprise SaaS, and optionally reload an app within the
same SaaS space as part of the schedule

« A “folder watcher” which will also move supported file types (e.g. QVD, CSV) to the data files
area within the space of choice and optionally reload an app within the same Saa$S space
when triggered.

« Capability to reload pre-built Qlik apps on-premises and move these to the SaaS tenant

Data is uploaded to Qlik Sense enterprise SaaS securely over HTTPS and stored in the customer’s
tenant using encryption at rest.

Qlik Talend Data Integration

Qlik Talend Data Integration is Qlik's hosted and managed Integration Platform as a Service (iPaaS).
Our vision is to provide a broad variety of data integration services aimed at helping users move
from passive to active BI. A brief summary of Qlik Talend Data Integration is provided below. For
more information, see the Qlik Talend Data Integration evaluation guide.

Qlik Talend Data Integration continuously streams data in near real-time from on-premises
systems, such as relational databases, mainframes, and SAP systems to the Qlik Cloud tenant.
QVDs created by the services are automatically updated whenever the source data changes and
are ready for consumption by analytics apps without the need for scripting.
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A data pipeline in Qlik Talend Data Integration
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Qlik Talend Data Integration consists of:

* Landing - Landing transfers data from the customer's source to target environments.
Landing can be either via the data movement gateway, or direct from supported cloud
sources. Where the target is Qlik Cloud, this must be landed via Amazon S3.

e Qlik Data Movement Gateway - The Qlik Data Movement gateway is a lightweight
agent which runs in a customer's environment replicating data to a target
environment. Targets could be Qlik Cloud (where data is published to QVD files for
analytics consumption), or cloud storage, Data warehouses or Data Lakes.

e Cloud sources use Qlik Connector technology to directly access cloud sources for
ingestion into a customers targets.

e Storage - The storage data task consumes the data that was landed to the cloud landing
area to generate datasets ready for use or transformation.

e Transformation - Transformation provides row level actions against your data set and allows
you to create reusable transformation data tasks. Transformations can create materialized
tables or views depending on your requirements. Simple transformations could be used to
concatenate columns, run functions against a column or rename columns. For more complex
operations SQL based transformations can be used.

« Data marts - Data marts can be created from either storage or transform tasks, or a
combination of both. Data marts are star schema based.

Qlik Data Integration Platform (client-managed)

Qlik’s Data Integration Platform is a bundled solution with components such as Qlik Catalog, Qlik
Replicate,and Qlik Compose for Change Data Capture Streaming, Data Lake Creation, and Data
Warehouse Automation, all providing the ability to publish data from a wide breadth of data source

Qlik Cloud® Analytics




end points to cloud storage locations, such as S3 buckets and Cloud data warehouses. These can
then be used by Qlik Sense Enterprise SaaS to load apps. Data Integration products which can be
used with Qlik Sense Enterprise SaaS include:

¢ Qlik Replicate - Universal data replication and real-time data ingestion

» Qlik Catalog - A secure, enterprise-scale data catalog to easily find, prepare and deliver
analytics-ready data

e Qlik Compose - Agile data lake creation and data warehouse automation

For more information on Qlik’s Data Integration Platform, see: Qlik's Data Integration products.

APl and script-based data integration

It is possible to move applications to and from the Qlik Cloud platform using either our APIs directly,
or via the glik-cli tool. Applications can be created programmatically, imported, published, and
reloaded. They can also be exported with or without data, and many other operations.

Qlik Sense Enterprise Client-Managed for Windows

Qlik Sense Enterprise on Windows provides the ability to automatically synchronize Qlik Sense apps
on-premises with Qlik Sense Enterprise SaaS. It is possible to use rules to tag which apps are
distributed to Qlik Sense Enterprise SaaS, so only a subset of apps needs to be distributed. This
feature allows customers to deploy some apps to Qlik Sense Enterprise SaaS and keep other apps
on-premises and/or in a private cloud.

QlikView publisher

QlikView provides the ability to publish QlikView apps to Qlik Sense Enterprise SaaS through
QlikView publisher. This capability allows QlikView customers to significantly reduce infrastructure
costs while continuing to reload their QlikView apps on-premises.

2.5Qlik Cloud Analytics architecture and governance

Building on the security and governance features of the Qlik Cloud platform, Qlik Sense
Enterprise SaaS provides a number of features to enhance security and governance
around the needs of an analytic environment.

Security for spaces and applications

Securing spaces

Security in spaces is controlled by roles assigned to members directly or via groups when they are
added to a space. A role assigned to a member of a space gives that member a set of permissions
inside that space and on resources inside the space.

The space owner has full access to the space. Creating a space automatically assigns that user as
the owner. Owners can be changed through the spaces section of the management console.

There are different roles available between personal, shared, and managed spaces.
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In a personal space, users are able to create their own connections, applications and other assets.
This is managed through the Private Analytics Content Creator role. By default, all users with a
professional user allocation are assigned the Private Analytics Content Creator role. Tenant
administrators can turn off this automatic role assignment if their organization wishes to restrict
users from creating personal content.

Shared spaces contain the following roles:

e Can manage - Provides full access and is similar to the owner, with the exception of making
changes through the Data load editor or Data manager

e Can edit — Can create and modify applications including moving them to or from another
space

» Can view — Can access applications in the space as well as adding private bookmarks and
stories. Can also monitor visualizations from applications in the hub

e Can consume data - Allows users creating an application in their personal space, orin a
shared space they have edit rights for, to consume data files and connections created in this
space

» Can edit data in apps - Allows a user who is not the app owner to work on the app's load
script

Managed spaces contain the following roles:

e Can manage - Provides full access and is similar to the owner, with the exception of being
unable to publish/republish apps to this space

e Can publish - Publish/republish apps to this space

» Can contribute — Allows consumption and creation of private sheets in applications in this
space

e Can view — Allows consumption of applications in the space including Monitor a
visualizations in the hub, the export of data, creation of private stories, snapshots

» Has restricted view - Can view and open apps in the space. They can export sheets or
charts as images and PDFs, but they cannot export data.

e Can consume data - Allows users creating an application in their personal space or another
shared space they have edit rights for, to consume data files and connections created in this
space.

For more information about spaces, see Working with Spaces in the help.

Fine-grain access control

Admins and users now have more options and flexibility for fine-grain security, permissions, and
sharing content within their spaces and individual apps. These enhancements allow customers to
better scale and organize security permissions across large deployments while making it easy to
invite others and share insights.

Space owners, facilitators, and admins can now directly share individual apps with any group or
users without adding those users into the space. Shared users and their specific access controls
can easily be managed from the Member section of the managed space.
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User access for an app

Share Periodic portfolio performance *

Give access to users without adding them to the space.

Users or groups

'ﬁ' Fred Saasy X Can view -

Can view
Can create notes, alerts, subscriptions,
export data, and view content.

If this user or group requires permissions not provided by

app sharing roles, add them as a space member.

Section access

Section Access is used to control the security of an application. It uses the data model to define
authorization at the data level and allows restricted access to data at row and column levels. For
more information, see Section Access in the help.

Governing the Qlik Sense Enterprise SaaS tenant

Application governance

Qlik provides several applications to assist customers in governing their Qlik Sense Enterprise SaaS
tenant.

The App Analyzer provides governance information about a customer’s Qlik Sense Enterprise SaaS
tenant. This app looks at key performance characteristics of apps such as memory usage,
cardinality, and the data model.
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The Entitlement Analyzer*is available to assist in governing user activities. The app provides
insights in areas such as an entitlement usage overview across the tenant, analyzer capacity usage
and how users are using the tenant(s), and if they have the right entitlement assigned to them.

The entitlement Analyzer

I / \ ]
- A 2~ Al
= i D )
J
Time analysis Current view on

About this app Dashboard Users

assigned vs analyzer capacity, ..

The Reload Analyzer provides insights on:

* Number of reloads by type (Scheduled, Hub, In App, API) and by user
» Data connections and used files of each app’s most recent reload
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e Reload concurrency and peak reload RAM
* Reload tasks and their respective statuses

At Qlik we are actively looking to provide improved governance options for our users, and share
these through our support blog at Qlik Community.

Govern and enhance Qlik Sense applications with the App Evaluation service

The App Evaluation service

Evaluation details

Results Breakdown

Time to open 35s

Peak size 453M8
Data model size 314MB
Total rows in app B5rows
Public sheets in app 4sheets
Public objects in app 35 objects

'y ion completed wi
Hide details v

4k The calculation condition was unfulfilled

@ This app utilizes section access, which means different users
will soe different results

The App Evaluation service helps users manage their Qlik Sense Enterprise SaaS instance from a
performance perspective. The service captures key metrics on Qlik Sense Enterprise SaaS
applications, including increases in application size and length of time to open applications. Further,
the service provides feedback on possible reasons for changes, allowing customers to address
these issues.

Script versioning and auditability

The Qlik Cloud Analytics platform automatically versions the load scripts for apps. This shows the
user who made the change and when the change was made. Optionally, we can also provide a
version name to signify a specific event such as a release. In the event of a problem, we can roll
back to an earlier version. We can also download specific versions of the load script to allow the use
of external utilities to analyze changes over time. Currently this feature excludes scripts generated
by the Data manager.
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versioning in the data load editor

H Prepare Analyze Narrate . .
Qllk “" Dataloadeditor ¥ Sheet Storytelling Tutorial - Business logic v a
[J sections Q = = ® “ D History ¥ Datasources i Debug (®) Loaddata
X 1 SET =,
Sections + SET =" History
3 SET =" Any changes will be automatically saved.
I = 4 SET S =" s Use the list to restore previous versions.
H o Main 5 SET ='$ ###0.00;-$ ##40.00';
SET ='h:mm:ss TT'; Toda
SET ="M/D/YYYY'; v
i 8  SET ="M/D/YYYY himm:ss[.fFF] TT';
i Data s o t=rmo/ [FFETT | | December 1 at 12:48 PM
1; SET Thomas Lewis
11 SET
12 SET November
13 SET

14 sET =1; Version 2
15 SET ="'Jan;Feb;Mar;Apr;May; Jun; Jul;Aug; Sep;Oct;;Nov;Dec' November 15 at 10:49 AM
16 SET ='January;February;March;April;May;June; July;August;September;October; November;December ' ; homas Lewis

17 SET ="Mon;Tue;Wed; Thu;Fri;Sat;Sun’;

18 SET ='Monday ; Tuesday ;Wednesday ; Thursday ; Friday; Saturday; Sunday ' ; Bug fix

19 SET ='3:k;6:M;9:6;12:T;15:P;18:E;21:2;24:Y;-3:m;-6:;-9:n;-12:p;-15:F;-18:2;-21:2;-24:1y " ; November 14 at 4:50 PM

Thomas Lewis

Version 1
November 2 at 5:44 PM

Thomas Lewis

Output All changes saved: 12:48:30 PM

Extending Qlik Sense SaaS security to mobile

While Qlik Sense Enterprise SaaS has always been accessible from any device via a web browser,
Qlik has released a dedicated mobile app for I0S and Android to enhance the experience for mobile
users. This application supports both live and offline access to Qlik Sense Enterprise SaaS
applications, as well as Data Alerting.

Security is the key consideration in our mobile architecture. Authentication is through the tenant’s
identity provider mechanism and with stay authenticated for the duration specified by the identity
provider. If enabled, a token is stored for offline access, which resets when the re-authenticated
online.

Data protection is a critical aspect of our mobile security. All application and cache data stored on
mobile devices is encrypted. As with a regular browser connection, traffic between Qlik Sense
Enterprise SaaS and the mobile application is encrypted over SSL and secure WebSocket
connections.

In the event of a lost mobile device, administrators can revoke access for that user. Should
someone gain access to that device, they would not be able to use the application to see the
applications and/or data.

When used in offline mode, Qlik Sense runs natively on the device using the same associative
analytics engine running in Qlik Sense Enterprise SaaS, optimized for mobile hardware. Therefore,
offline mode provides a full analytics experience, not simply a set of saved dashboard and reports.

Customers can choose to disable offline access at the tenant level if they wish to prevent this. In
this case, no application or cache data is persisted to local storage.
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Business glossary

To provide users with a better understanding of the data available within their organization, Qlik
Cloud Analytics provides a business glossary. The business glossary provides a single, easily-
accessible repository of business terms and descriptions. This ensures that everyone in the
organization has the same understanding of key business terms. Users who subscribe to a business
glossary will be notified of additions and changes to the glossary.

The business glossary

Customers.Contact Name X

Name Abbreviation Status

Customers.Contact Name Contact Draft by Leigh Kennedy

Definition

DataType: STRING; Position: 2

~ Related information

See Customer contactsin CRM ya

Customers.parquet Dataset & Personal =} @

~ Related terms

People in your organization who maintain the business glossary are known as data stewards. Data
stewards need to be assigned the global Steward role. Any user with "Can view" permission can
read the business glossary. Users with "Can manage" or "Can edit" permission can add or edit draft
terms in the glossary. If the glossary owner approves the terms they can set them as verified.
Terms can also be set as Deprecated. It is also possible to import and export business glossaries,
allowing you to integrate with your dev-ops tools and move them through a your systems
development lifecycle.

Terms from business glossaries can be linked to master items and used within apps. This provides
users with a greater understanding and context of the information presented in a Qlik application.
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Viewing master items and linked terms

Details X

Show dependencies

Measure

E..L..I Gross margin

E@ Definition: Gross Margin

Gross Margin
The amount of money a company retains minus the direct

Click to see the term in the glossary, in a new browser tab

2.6Integrating and expanding Qlik Cloud Analytics

Integrating with your Qlik Cloud Analytics environment involves both integration at the
Qlik Cloud platform level and with the Qlik Cloud Analytics features you wish to use,
which is the focus here. This may involve application development, or it may leverage
the features of Qlik Cloud analytics designed to share analytics to other environments.

For integrating with the Qlik Cloud platform, see the Qlik Cloud platform evaluation guide.

Integration approaches

Qlik Cloud Analytics supports a number of options for integrating Qlik hosted apps into a customer’s
own environment. For more information about authenticating to Qlik Cloud and securing embedded
analytics, see Authentication in the Qlik Developer portal.

Embedding

Qlik Cloud Analytics apps support embedding in another web portal, or within a tool such as a third-
party client. Read more about how to create mashups and web apps here: Create mashups and web

apps
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Qlik also provides pre-built examples that customers can use to get started on embedding their Qlik
apps and visualizations into their mashups and web apps. These examples are available on GitHub
here: Web Integration examples

Webhooks

Webhooks let users integrate Qlik Sense into a workflow by using Qlik Sense system events to
trigger actions in a workflow. A webhook is an HTTP callback that passes system event information
in JSON format from one application to another. Webhooks can only be created by users with a
tenant admin role. Here are some helpful ways to use webhooks:

« Whenever a new app is created, automatically notify the applicable team through Slack.
 When a new team member is added to a tenant, automatically send them a welcome email.

e When a user is deleted from the tenant, automatically update a spreadsheet.

Reporting, Notification and alerting in Qlik Cloud Analytics

While interactive Dashboards and charts within a Qlik app provide a powerful solution to gaining
insights from your data, there a times when creating and sending static reports is a requirement.
This may be due to regulatory requirements, or a need to distribute to people outside your
organization. You may wish to be notified when a certain condition is met in your workflow outside
of Qlik Cloud. Qlik Cloud Analytics provides a number of features to provide analytics outside of A
Qlik App.

Subscriptions

Sometimes you simply wish to publish the dashboards and sheet from your Qlik app to a static
document and distribute this to your users. These basic reports can be created though the
subscription feature of Qlik Cloud Analytics. A number of sheets from an app can be included and
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sent to report subscribers in either PDF or PowerPoint format. Reports can be scheduled or run
manually as required. The subscriptions honor section access if configured in the app to ensure
users only see what they are allowed to see.

Subscribing to a report

Subscribe >
Email @
Title
Used as email subject and |. ename.
Earth Week

Description
Explain what th ibscription is abouwt. It will show up in the emai

How Qlik employees are supporting Earth week

Format

Microsoft PowerPoint

Sheets
=1 AI.IJ.uul Earth Week %
[E. l-G.refn Activities W
=1 Lea derboard %
4+ Add sheet

Manage subscriptions [ Cancel
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Tabular reporting and the Qlik Reporting Service

To meet the need for certain types of flexibility in reporting, Qlik has introduced the Qlik Reporting
Service.

The Qlik Reporting Service is set of APIs and related features that provide the ability to develop
sophisticated multi-page reports that can be distributed to users outside of Qlik Cloud Analytics. All
Qlik Cloud analytics customers have access to the Qlik Reporting service. The number of reports a
customer can generate are determined by the customer's license.

Reports can be developed either through Tabular reporting, Qlik Application Automation or
integrated into a customer’s own applications. Reports are created as Excel, PDF or PowerPoint
documents. For customers migrating from Qlik nPrinting, Qlik supports the export of excel based
reports as Tabular Reporting templates.

Tabular Reporting

Using Qlik's add-in for Microsoft Excel, Qlik Cloud Analytics provides highly formatted reports in
XLSX format to support sophisticated reporting needs. Tabular reports supports section access.
Report templates can be deployed in report tasks where they are combined with distribution lists
and user filters (if necessary) to be be scheduled or triggered on app reload. Reports generated via
report tasks can be delivered by e-mail or to Microsoft Sharepoint. For customers migrating from
Qlik NPrinting, Qlik supports the export of Excel based templates which can be imported as Tabular
Reporting templates.

Qlik Application Automation

Qlik Application Automation can be used to generate reports in PDF and Powerpoint format. Qlik
App Automation supports the generation of multi-page reports sourced from the sheets and chart
objects of Qlik Apps. Report generate through Qlik App Automation can be generated using content
from one or more Qlik apps and can be distributed via email or a number of other connectors that
Qlik App Automation supports.

Reporting via APIs

Customers can directly integrate the Qlik reporting service into their own solutions using APIs.

Notifications and alerts

Notification capabilities allow users to configure Qlik Sense Enterprise SaaS system-based events.
These events include status of application reloads, and users’ status in spaces.

Spaces are sections in the cloud hub where users can collaborate and set controls. Users have
control over their notification subscriptions, managing by which channel (e-mail or web) they would
like to receive them, as well as for opting to unsubscribe at any time.

Alerting capabilities allow users to configure alerts based on customer-defined business criteria
relating to data in an application. Alerts are triggered to users during an application reload and can
be set up to use a combination of dimensions and measures within an application. Alerts will apply
the criteria solely to the data the user has permissions to access and may be delivered to the
configured channel of choice (web or e-mail).
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All users of Qlik Sense Enterprise SaaS can create personal alerts. Users with a Professional role
assignment can add other users as recipients to their alerts, provided that all recipients must have
access to the application to receive the alert. Qlik Sense Enterprise SaaS allows users to track alert
history. This information is protected by AES-256 encryption and securely stored within Qlik Cloud.

All notifications and alerts can be configured to send through three channels:

« Email. Emails are sent using customer provided SMTP settings defined in the Administration
Console and utilizing the Transport Layer Security (TLS) security settings from the
customer’'s SMTP service. The same SMTP setting is shared across all features integrated
with e-mail capabilities in Qlik Cloud.

* Web. Web notifications and alerts are delivered to the Qlik Sense web client browser over a
secure HTTPS connection using TLS 1.2 AES-256 with signed digital certificates.

» Qlik Sense SaaS Mobile app. Alerts can be sent directly to users of the mobile app.

Qlik Open Source

In addition to API governance, Qlik R&D delivers libraries to accelerate development, testing, and
integrating of the Qlik Sense Enterprise SaaS platform through Qlik Open Source.
A number of these first-party libraries are used in the platform itself, such as:

* Nebula.js - a collection of JavaScript libraries, visualizations and CLIs that helps developers
build and integrate visualizations on top of the Qlik Associative Engine

« Enigma.js and Enigma.go - JavaScript and golang libraries for consuming the Qlik
Associative Engine

» Gopherciser - a load testing tool for Qlik Sense Enterprise SaaS

For more information, see Open source at Qlik R&D

2.7 Generative Al with Qlik Answers

What is Qlik Answers?

Qlik Answers is a plug-and-play, generative Al-powered knowledge assistant that provides
business users with personalized, contextually relevant answers to questions sourced from
unstructured content. Unlike traditional search, generative Al delivers personalized answers to
questions instead of just lists of content.

Responses are derived from a number of underlying sources and documents that have been
carefully curated into domain-specific knowledge bases. You just ask it a question and get an
answer —it’s that simple. Answers are reliable and consistent, and with full explainability, you'll
always know where things came from and have access to those sources — ensuring consistency,
trust and transparency.
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Why Qlik Answers?

The opportunity

Qlik has long been a leader in structured analytics and data integration. However not all data in
organizations is structured data. According to Forester, 80% of the worlds data is unstructured and
70% of enterprises agree they are not effectively leveraging the value in this data. Search engines
have been seen as a way to leverage this data, however they provide limited benefits in this space
as they are really only doing pattern matches and often return irrelevant results.

Gen-Al (generative artificial intelligence) has grown massively over the last year as a solution for
unstructured data. Gen-Al's ability to answer natural language questions and create content based
on existing knowledge provides solutions such as virtual assistants, code generation, and process
optimization. When used in an Enterprise context, Gen-Al helps provide value from that 80% of
unstructured data.

The challenges

However, the barrier to entry for Gen-Al is considerable. While LLMs (large language models)
receive a lot of attention, the reality is this is just one of many technologies needed to implement a
Gen-Al solution. The cost and complexity to do this well is is beyond the resources of all but the
largest organizations. This necessitates most organizations using a third party solution. In most
cases this involves storing the organization's data with that third party and risks questions being
answered not just with an organization's own data, but with other publicly available data which may
be outdated or inaccurate. Also, many of these solutions are subject to hallucinations, where
content is made up by the Gen-Al solution. These solutions typically lack the governance and
security that organizations come to expect around their data and raise the risk of legal issues,
reputational issues, or both.

The solution

These factors are why we have developed our Gen-Al solution, Qlik Answers. Qlik Answers is an
Enterprise-grade, plug-and-play, generative Al-powered knowledge assistant that provides
business users with personalized, contextually relevant answers to questions sourced from
unstructured content. Running on the Qlik Cloud platform, Qlik Answers leverages Qlik Cloud's
existing security and governance features to provide an Enterprise-ready, plug-and-play,
generative Al solution.

See the Security and Governance section of our Qlik Cloud platform guide for more information.

A mature foundation in Al

QIlik's Al solutions are not new - we have been augmenting our analytics solutions with Al
technologies for more than 6 years. In January 2024, Qlik acquired Kyndi, an innovator in natural
language processing, search, and generative Al. Kyndi's proprietary technology along with an
experienced team of generative Al experts have enabled Qlik to quickly integrate Gen-Al into our
existing Al teams and bring a solution to market which provides a plug-and-play solution to our
customers.
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How Qlik Answers works

Qlik is building a simple, plug-and-play solution that can be deployed out-of-the-box without the
complexity of custom-built solutions. However, simple does not mean simplistic — Qlik Answers
uses cutting edge semantic search, vector databases, generative Al, and RAG (retrieval augmented
generation) technologies under the hood.

Components of Qlik Answers

Qlik answers consists of the following components:

» Enterprise connectivity - Using our existing file store connectors, we can access your
organization's data in-place.

« Managed knowledge bases - These contain references to your organization's data.
Knowledge bases are generally based around a particular subject. For example, a customer
may have HR, Finance, and Sales knowledge bases. Knowledge bases do not store all your
source data in Qlik Cloud (unless you are using a space's DataFiles storage as your source).
They contain an index of that data in a numeric format.

Knowledge Base process

‘. Rawtext " Chunker % Chunks ’ ; —
) Document \ . Parser \ : (eg.maxik ) Embeddings \ Embeddings
/' (e.q. a pdf) Y cieeem 4 model Index

Knowledgebase

+ Embeddable assistants - These are the part of Qlik Answers that users interact with. An
assistant can be based on one or more knowledge bases. This allows us to provide
customized assistants to different audiences without having to duplicate content. Assistants
are available though Qlik Cloud or can be embedded into your organization's own web
portals. Users can provide feedback on answers which is available for review through the
Answer Review Portal.

» Explainable answers - Answers returned from assistants provide references to the
documents the answers were sourced from. This allows customers to understand how the
answer was derived.

« Answer review portal - This allows administrators to see what questions users are asking
and any feedback provided. This information can be used to identify areas of interest and
potential areas of improvement if users are not satisfied with the answers given.
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Technology behind Qlik answers

Qlik Answers Components

Encapsulating Complexity Into Plug-and-Play
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The other way is much harder and slower

Behind the major components of Qlik answers are over 25 different Answers-specific processes
and numerous other processes of the Qlik Cloud platform. A few of the key technologies used
within Qlik Answers are:

» Large Language Models (LLMs) - A large language model (LLM) is a computational model
notable for its ability to achieve general-purpose language generation and other natural
language processing tasks such as classification. LLMs are very large deep learning models
that are pre-trained on vast amounts of data. See What are Large Language Models? for
more information.

e Semantic search - Semantic search seeks to improve search accuracy by understanding the
searcher's intent and the contextual meaning of terms to generate more relevant results. See
Semantic search for more information.

* Retrieval Augmented Generation (RAG) - RAG is a technique by which you include context
retrieved from some form of search to generate a result. See What is Retrieval-Augmented
Generation? for more information.

How Qlik Answers uses these technologies

The knowledge bases connect to your data sources and index the source documents for semantic
search. When a user asks a question, the assistant performs a semantic search against the
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knowledge base and then uses RAG to pass that data to the LLM, which then provides an answer.
The answer includes references back to the relevant documents in your knowledge base. The
process flow is as follows:

1. User asks a question to the assistant.

2. Embedding - The question is embedded using the same model used during ingestion.
3. Index and search - The system will find the top 5 chunks that are semantically relevant.
4

Prompt injection and answer generation - A system prompt, the original question, and the
relevant chunks are injected into a LLM to generate the answer.

Qlik Answers Process
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Third-party technologies

The following third-party technologies are used as part of Qlik answers at the time of writing. Qlik
may choose to introduce additional or alternate technologies for Qlik Answers in the future.

e Temporal - Temporal is used to distribute workflows in the file ingestion workflow (i.e.
Knowledge Base indexing).

« AWS Bedrock - AWS Bedrock is used as a service to connect to Claude.

» OpenSearch - OpenSearch is the vector store that stores embeddings extracted from
documents. OpenSearch is also the semantic search engine that is used to gather relevant
text chunks during answer generation.

e Cohere Rerank - Cohere Rerank is used to rank the most relevant embeddings returned by
OpenSearch.

¢ Anthropic Claude - Claude (currently v3) is the generative Al large language model we use
for Qlik Answers.

e Amazon SageMaker - Amazon SageMaker is used to host the Cohere Rerank model.

Access control in Qlik Answers

Qlik Answers leverages the existing access control model in Qlik Cloud. Access is restricted both by
space access and by roles. From a user's point of view, it is possible to provide access to the
assistant and only some of the knowledge bases connected to the assistant, so certain privileged
data can be restricted to only certain users. It is also possible to restrict access to the source data,
so users may be able to receive an answer, but not see the document the answer was derived from.
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From an administrative point of view, the same approach is used. It is possible to allow users to
create an assistant against a knowledge base, without having access to change or create
knowledge bases. It is possible to allow the indexing of existing knowledge bases without allowing
the creation of new knowledge bases.

These controls can be assigned to users or groups and are fully governed and audit logs are
available either through the platform Ul or via APl integration into your external systems.

Data security in Qlik Answers

Data stored in Qlik Answers knowledge bases is secured the same way as other data using your
tenant's unique encryption keys. Data never leaves the tenant's region except if presented back to
the user in response to a question, which leverages our platform's existing secure connections. See
the Data separation, storage, and transport section of our "Standards and compliance" page for
more information.

The LLM used for Qlik Answers is hosted within Qlik's Cloud storage infrastructure in the same
region as your tenant. Qlik Cloud connects to the LLM via a private network link and is not
accessible externally. The LLM does not have full nor permanent access to your knowledge bases.
Itis only the semantic search results used by RAG that are made available to the LLM. No data is
retained by AWS or Al model providers.
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3 About Qlik Evaluation Guides

The content provided herein is provided for informational purposes. Due to Qlik Cloud’s continuous
release process, at times the content herein may differ from actual platform functionality. Please
refer to Qlik Cloud Help for the product documentation for Qlik Cloud.

Any statement about future plans or intentions for the Qlik Cloud platform contained herein is not a
commitment to deliver those features or functionalities, as the development, release, and timing of
any features or functionality described for Qlik’'s products remain at our sole discretion.

For additional information regarding Qlik Cloud, please see Qlik Cloud or contact your Qlik
representative.

3.1 Document history

This content has been developed to assist customers and prospective customers to understand
and evaluate the Qlik Cloud platform and its related services. Traditionally this content has been
published in document format only as a PDF; however, it is now primarily published as web content
with PDF files available if required.

Over its history, this content has been known by the following names:

e Qlik Technical papers
* Qlik White papers
e Qlik Technical overview

This documentation supersedes the above documents.

3.2Changelog

The PDF documents are generated from the evaluation guides at Qlik Help . The changelog for this
evaluation guide is shown below.

Changelog — Qlik Cloud Analytics evaluation guide
July 2024

Ul and Qlik answers
e Updated to reflect the new Ul changes to Qlik Cloud
» Added Qlik Answers content

February 2024

February updates
e Updates to Reporting Services
e MS Teams integration
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October 2023

October updates
» Collaborative notes in A single platform for analytics
e Business Glossary in Architecture and governance
e Case study - Performance in Working with Qlik Cloud Analytics
¢ Minor updates

August 2023

August updates

¢ Minor updates

July 2023

Initial release to help.glik.com

Migration from static PDF to online content with PDF files auto-generated.

Feb 2023

Final legacy version

Last version published as a static document only.
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About Qlik

Qlik’s vision is a data-literate world, where everyone can use data and analytics to improve
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